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1 Quick reference

� First time: InstallPGPsoftware.

� First time,andonceayear:Install LEHD publickey

� (Optionally)GenerateMD5SUM

� Encryptdata(andMD5SUM) �le usingPGPright-click menu.

� Transferencrypteddata�le to CensusFTPserver “ ftp2.census.gov” usingFTPclient soft-
ware
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2 Obtaining Software

2.1 PGP

Thesoftwareneededis thewidely usedPGPclientsoftware,availablefrom PGPCorporation($$)
for Windows andMacintoshclients. Thediscussionin this documentwill help in settingup and
usingthatclient, for which LEHD LMI partnerstatescanobtainonelicensefrom LEHD.

Alternativesoftwarefor almostall operatingsystemscanbeobtainedfrom GNU Privacy Guard
(free).A command-lineinterfacefully compatiblewith theOpenPGPstandard,called“Filecrypt”,
canalsobeobtainedfrom Veridis.

2.2 FTP Client

Almost all operatingsystems(including Windows) containa commandline FTP interface,and
graphicalclient softwareexists for mostgraphicalinterfaces.In Windows, InternetExplorerhas
FTPcapability, thoughyoumayhaveadifferentfavorite client. Any FTPclient will work. Others
include(incompletelist):

� WSFTPLE, freefor governmentandhomeusers.

2.3 MD5SUM utility

A popularchecksumis the MD5SUM. Windows/DOSutilities canbe downloadedfor free from
http://www.md5summer.org/. A GNU versionof “md5sum”is generallyavailablefor UNIX sys-
tems. Copiesof both the GUI andthe commandline utilities wereprovidedon your setupdisk.
Wewill assumethatyouareusingthegraphicalversion“MD5 Summer”.
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3 Installation of software

3.1 Installing PGP(Windows)

Unlessotherwisestated,andin particularif no screenshotis provided,simply choosethedefault
optionprovidedby theinstaller. Notethattheinstallationrequiresyou to rebootyourPC.

Youcaneitherdownloadtheinstallerfrom thePGPwebsite,or obtainit onCDROM. In either
case,locatetheinstaller�le (PGP8.exe , PGPDesktop.exe , or similar). If thisis aZIP archive,
it will containthe actualinstaller �le and its PGPsignature. Use the actuall installer �le, and
double-clickon it. Youwill seeFigure1.

Figure1: Initial installationscreen
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In orderto proceed,acceptthelicenseagreementby clicking onYES:

Figure2: Acceptlicenseagreement
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If notpre-selected,choose“I'm a New User” in Figure3.

Figure3: Installationscreen3

DRAFTDecember31,2003 - 7-



LEHD QWIUserinfo Howto FTPandPGP

The installerwill alwaysinstall thebasicKey Managementtools. On Figure4, you have the
choiceof installing a numberof additionaloptions. Not all of thesewill be coveredby your
license,but canbeinstalledwithout problem.You neednoneof thesefor encrypting�les on your
harddrive.

Figure4: Installationoptions
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Before �nalizing the installation,you get the chanceto review your choicesin Figure 5. If
anythingdoesnot look right, simplygo “Back”.

Figure5: Review options
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Finally, you have the chanceof enteringyour licensecode. If you do not have the license
informationhandy, you will getthechanceof doingsolater, from within theinstalledprogram.

Figure6: Licenseinformationscreen

Finish the installationby rebootingyour PC.After the reboot,or during the installation,you
maybeaskedto generateyourown setof keys. This is optional,but encouraged.

3.2 Installing MD5Summer (Windows)

InstallingtheMD5 Summerapplicationis easy. In fact,you don't actuallyneedto install it. You
cansimply run “md5summer.exe” straightfrom theCDROM. However, 'installing' it by copying
it to aplaceon yourharddrivewill make it availablewithoutneedingtheCDROM.

Installationis a simpledrag-and-dropof that �le ontoyour harddrive. A goodchoiceis your
desktop.

3.3 Installation of software (Unix)

If necessary, consultyour systemadministratoraboutinstalling“gpg”, “md5sum”,andany neces-
saryFTPclient.
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4 Importing keys

4.1 PGP(Windows)

To startusingPGP, youneedakey. For sending�les to Census,all youwill needis LEHD'spublic
key, which you will initially receiveon �oppy or CDROM. After theinitial key transmittal,future
key exchangescanoccurelectronically. LEHD will generatea new public key for QWI-related
transfersonceayear, on June30th .

Importingkeys into PGPis very easy. Find thekey thatyou received(on �oppy, CDROM, or
possiblyin laterstagesvia email). In theexamplebelow, the�le containingthekey “LEHD Test
Key” wassavedto theDesktop(seeFigure7).

Figure7: Importingakey
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Double-clickthe�le. You will seePGPKeysprovideawindow whereyou canselectthekeys
to import(Figure8). In thiscase,with only onekey providedin the�le, thekey is alreadyselected.
Click on “Import”. Thekey is now availablefor encryption.

Figure8: Finishingkey import

4.2 GPG (Unix)

UnderUnix, usethesyntax

> gpg --import lehd_2003.public.asc

You mayhave to seta trustlevel beforeyoucanusethekey for encryption.UnderUnix, issue

> gpg --edit-key [KEY ID] trust

where[KEY ID] is takenfrom thepreviouslisting of availablekeys. Follow thepromptsto setthe
appropriatetrustlevel.
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5 Verifying keys

5.1 PGP(Windows)

To verify the propertiesof a key, including its Key ID andexpiration date,locatethe ”padlock”
icon in your Windows taskbartray, right-click, choosePGPkeys. In the resultinglisting, right-
click onthekey youwantinformationon(thestandardLEHD key wouldbe'LEHD FTPTransfer
Key 2003-2004'),chooseKey Propertiesfrom the menu. You shouldseeinformationsimilar to
Figure9.

Figure9: Verifying akey

5.2 GPG (Unix)

You canverify whichkeysyou have installedby issuing

> gpg --list-keys

Thiswill alsolist characteristicsof thekeys:

> gpg --list-keys
/home/user/.gnupg/pubring.gpg
------------------------------ ---
pub 1024D/A72DCA5B 2003-09-05 LEHD FTP Transfer Key 2003-2004
sub 2048g/02DA92EC 2003-09-05 [expires: 2004-06-30]
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6 Preparing Certi�cation for FTP transfer by LEHD

Beforeactuallysendingproduction-typedatato LEHD using theseprocedures,LEHD strongly
suggestsgoing through“certi�cation.” Certi�cation is initiatedby transferringa smallencrypted
test�le, ratherthana �le containingrealdata.Thetest�le is containedon your startupCDROM
which you shouldhave received from LEHD whenyou signedup for FTP transfers.It is called
' test�le.txt'. Thefollowing stepsoutlinethecerti�cation procedure:

� Follow instructionsin Section7 on the following pageto generatea MD5SUM for the test
�le. Thisshouldgiveyou ' test�le.md5'.

� Follow instructionsin Section8 on page19 to encryptthe test�le andits MD5SUM �le.
Thisshouldgiveyou ' test�le.txt.pgp' and' test�le.md5.pgp'.

� Follow instructionsin Section9 onpage23 to transferboth�les to theLEHD FTPserver.

� Notify LEHD thatyouhave initiatedtheCerti�cation procedure

LEHD will verify thetwo �les sent,andif everythingworked�ne, sendsa 'certi�cation' email
acknowledgingthatfact.

It is suggestedthatcerti�cation berenewedif thestateusesadifferentsourcecomputerfor the
transfer(transferof license,changeof OS,etc.).

The averagetime spenton this procedurein the pasthasbeenabout2 hoursspreadacrossa
day. Wehavesuccessfullyandrapidlydebuggedany problemsonbothsidesrelatedto thetransfer,
withoutneedingto transferlarge�les.
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7 Generatinga MD5 checksum

Errorscananddo occur in both transmissionand the encryption/decryptionprocess.Oneway
to detectsucherrorsis to generatea checksumbeforeencryptionandtransmission,to transmit
thatchecksumto therecipient,who thenusesthesameprocedureto computea checksumon the
received�le. If thetwo checksumsareidentical,thenthe�le wastransmittedwithouterror.

7.1 MD5Summer (Windows)

Generatinga MD5 checksumis easywith “MD5 Summer”. First, �nd the program(seeSec-
tion 3.2). Double-clickit. Youwill seeadialogboxasin Figure10. Choosethedirectorycontain-
ing your data�le (in ourcase,theDesktop).Click “Createsums”.

Figure10: Choosingdirectoryfor MD5SUM creation
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Now selectin the left paneall the �les for which you want to generateMD5SUMs. You
canindividually select�les, andclick on “Add”, or collect �les in a directory, andchoose“Add
recursively” afterchoosingthatdirectoryto addall �les in thatdirectory.

Figure11: Selecting�les for MD5SUM creation
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Onceyou aresatis�ed with your selection,click OK. The programwill askyou to choosea
namefor the�le thattheMD5SUMswill besavedin (Figure12). Theusualconventionis to save
with the sameroot nameasthe �le you arechecking(if a single�le), followedby “.md5”. The
default proposalby theprogramis �ne. Click “save”.

Figure12: Namingresult�le from MD5SUM creation
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The window that is now openshows the statusof the MD5SUM generation.Click “Close”.
You are�nished.

7.2 MD5SUM (Unix)

UnderUnix, usethesyntax

md5sum {name of files} > {some name}.md5sum
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8 Encrypting a �le

You arenow readyto encrypta �le.

8.1 An important prefaceto encryption

WARNING: Beforestartingto encryptthe�le, pleasebeadvisedthatZIP �les andPGParenot
compatible.A encryptedZIP �le canonly very rarely bedecryptedsuccessfully. Further-
more,zipping�les is unnecessary. PGPsoftwareautomaticallycompresses�les to thesame
degreethatPKZIP-compatiblesoftwaredoes.

8.2 PGP(Windows)

Navigate to whereyou storedthe �le. This canbe on a local drive or a network drive. In the
examplehere,the�le is onthedesktop.Right-clickonthe�le to accessthePGPmenu(Figure13).

Figure13: Right-clickmenuwith PGPinstalled
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PGPwill opena window containingavailablekeys at thetop,anda �eld to acceptkeys at the
bottom. The �le will be encryptedto all keys appearingin the bottom�elds, andonly to those
�elds. If yougeneratedyourown key at installation,it is de�ned asthedefaultencryptionkey, and
will automaticallyshow up in thebottom�eld.

DragtheactiveLEHD key (in this casecalled“LEHD testkey” to thebottomwindow. Please
ensurethatthebox “Input is text” is checked(seeFigure14).

WARNING: It is not suf�cient for thedefault key to appearin thebottom�eld. You must drag
theLEHD encryptionkey to thebottom�eld.

If you have bothyour default encryptionkey andtheLEHD encryptionkey in thelower �eld,
bothyouandtheLEHD canboth(independently)decryptthe�le. This is thebestcon�guration.

Figure14: Choosingkeys

Click OK. Dependingon thesizeof the �le andthevintageof your computer, this cantake a
while. The resulting�le is saved in the samelocationasthe original �le, with an added“.pgp”
extension(Figure15). You shouldfollow thesameprocesswith theMD5SUM �le you generated
earlier. Rememberthatall non-encrypted�les will bedeletedfrom theFTPserver.
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Figure15: Resulting�le
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8.3 GPG (Unix)

UnderUnix, usethesyntax

gpg --recipient 02DA92EC --encrypt [filename]

where02DA92ECis thekey ID for theactiveLEHD FTPtransferkey.
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9 Transferring �les to Census

9.1 Inter net Explorer (Windows)

Start InternetExplorer. In the addressline, type “ ftp://YOURLOGIN@ftp2.census.gov” andhit
Enter. Theserver will promptyou for a password (seeFigure16). Checkthat the “User Name”
�eld containsyour actuallogin, andenterthepasswordyouweregiven.

Warning: Somecombinationsof Windows 2000andInternetExplorer6 have beenreportedto
have problemslogging in. Thereis no known �x. Work aroundby usinga differentFTP
client (seeSection2.2onpage4).

Figure16: Connectingto theCensusFTPserver
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Now drag-and-droptheencrypted�le(s) ontotheInternetExplorerwindow . If you generated
aMD5SUM �le, donot forgetto transferthataswell. The�le(s) will becopiedto theFTPserver.
Thisprocessmighttakeawhile,dependingonthesizeof your�le andthespeedof yourconnection
to theinternet.

Figure17: Readyto transfer
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Whenthetransferis successful,youshouldseethe�le appearin theInternetExplorerwindow.
If you seeany errormessages,try thetransferagainlater.

Figure18: Successfultransfer

9.2 FTP client (Unix)

Therearemany Unix clients.A goodchoiceis ncftpput , which allows for unmonitoredtrans-
fers.A samplesyntaxis

ncftpput -f login.cfg . {name of PGP files}

(notethedot afterlogin.cfg ) wherethe�le login.cfg shouldcontains

host ftp2.census.gov
user myusername
pass mypassword

andshouldbeprotectedfrom read-accessby unauthorizedpersons.
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10 Batch processing(Unix only)

Thispulls togetherall theUnix commands,into onesequenceof commands.This couldbestored
as�le thatgetsexecutedevery timea transferis to occur

files="file1.txt file2.txt"
keyid=A72DCA5B
transferid=STATE.$(date +%Y%m%d)
for arg in $files
do

gpg --recipient $keyid --encrypt $arg
gpgfiles="$gpgfiles ${arg}.gpg"

done
md5sum $files > ${transferid}.md5sum
ncftpput -f login.cfg . ${gpgfiles} ${transferid}.md5sum

11 Contacts

LEHD Website http://lehd.dsd.census.gov

Technicalcontact LarsVilhuber(lars.vilhuber@census.gov)
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