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1 Quick reference

Firsttime: Install PGPsoftware.
Firsttime,andonceayear:Install LEHD public key
(Optionally) GenerattMD5SUM
Encryptdata(andMD5SUM) le usingPGPright-click menu.

Transferencrypteddata le to Censud=TP sener “ftp2.census.gd usingFTP client soft-
ware
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2 Obtaining Software

2.1 PGP

Thesoftwareneededs thewidely usedPGPclient software,availablefrom PGPCorporation($$)
for Windows and Macintoshclients. The discussiorin this documentwill helpin settingup and
usingthatclient, for which LEHD LMI partnerstatescanobtainonelicensefrom LEHD.

Alternative softwarefor almostall operatingsystemsanbeobtainedrom GNU Privacy Guard
(free). A command-linenterfacefully compatiblewith the OpenPGRtandardgalled“Filecrypt”,
canalsobeobtainedrom Veridis

2.2 FTP Client

Almost all operatingsystemgincluding Windows) containa commandline FTP interface,and
graphicalclient software exists for mostgraphicalinterfaces.In Windows, InternetExplorerhas
FTP capability thoughyou may have a differentfavorite client. Any FTP clientwill work. Others
include(incompletdist):

WS FTPLE, freefor governmentandhomeusers.

2.3 MD5SUM utility

A popularchecksums the MD5SUM. Windows/DOSutilities canbe downloadedfor free from
http://www.md5summeorg/. A GNU versionof “md5sum”is generallyavailablefor UNIX sys-
tems. Copiesof boththe GUI andthe commandine utilities were provided on your setupdisk.
We will assumehatyou areusingthe graphicalversion“MD5 Summer”.
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3 Installation of software

3.1 Installing PGP (Windows)

Unlessotherwisestated andin particularif no screenshois provided, simply choosethe default
optionprovidedby theinstaller Notethattheinstallationrequiresyouto rebootyour PC.

You caneitherdownloadtheinstallerfrom the PGPwebsite or obtainit on CDROM. In either
casejocatetheinstaller le (PGP8.exe ,PGPDesktop.exe ,orsimilar). If thisisaZIP archve,
it will containthe actualinstaller le andits PGP signature. Use the actuallinstaller le, and
double-clickonit. Youwill seeFigurel.

Figurel: Initial installationscreen
PGP 8.0.2

Welcome

Welcome to the PGP 8.0.2 installer. We strongly
recommend that pou exit all Windows programs before
continuing.

Thank pou for using our products.

7 Bl Cancel
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In orderto proceedaccepthelicenseagreemenby clicking on YES:

Figure2: Acceptlicenseagreement

PGP 8.0.2 Eq
License Agreement ! f‘n‘g 1
Please read the following license agreement carefully. i ?"l =

Fress the PAGE DORWN kg’_l,.l to see the rest of the agreemnent.

PGP Corporation End User License Agreement :’

BY CLICKING THE YES BUTTON OR INSTALLING
THE SOFTWARE, YOU AGREE TO BE BOUND BY AND
BECOME A PARTY TO THIS AGREEMENT. IF YOU DO
NOT AGEEE TO ALL OF THE TEENS OF THIS
AGREEMENT, YOI MIUST CLICE THE BUTTON THAT

T e e S e -
Dio you acoept 2l the terms of the preceding License Agreement? If you choose Mo, the:
setup will close. Toinstall the praduct, you must accept this agresment.
el [er el
: <Eack< Iia:s' : _ﬂo l
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If notpre-selected;hoose'l'm aNew User”in Figure3.

Figure3: Installationscreer

User Type

Please tell us if you have exish:ng PGP .Ke_l_,l:n;ngs-you'd ke to use.
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Theinstallerwill alwaysinstall the basicKey Managementools. On Figure 4, you have the
choiceof installing a numberof additionaloptions. Not all of thesewill be coveredby your
license but canbeinstalledwithout problem.You neednoneof thesefor encrypting les onyour

harddrve.

Figure4: Installationoptions
PGP 8.0.2 _ x|

Select Components
Choose the components Setup will install.

Select the components vou want to install. and clear the compaonents pou do nat wank to
inztall.
Fomy ; — Description

;_ PGPmail for ICQ : This component includes the
‘,% PGP far Microsoft Dutlook \p‘fl';iﬂrrﬁ;“ EE'Le;ufrﬁL PGPdisk
il PGPmail for Microsoft Outlook Express :
7] PEPmail for Qualcomm Eudora
E C@ PGPmail for Grouphise

Space Requied on C: 13568 K
Spacedvalable on C: HF25 K
e o

< Back | et > I Cancel
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Before nalizing theinstallation,you getthe chanceto review your choicesin Figure 5. If
arything doesnotlook right, simply go “Back”.

Figure5: Review options
Start Copying Files : 1
Review zettings before coping files.

“Setup has enough information ta start copying the program files. If.‘.you want ko review or
change any settings, click Back. |Fyou are satisfied with the seltings, click Mewt to begin
coplifg fﬂe__s.

Cunent Settings:

Today's date;
; 782003
Produict Mame;

- PGF8.0.2

Install Type:

. Az & Mew uzer ta PGP we welcome pou and
_ thank pou for choosing aur preduct.
Operating Systam:

Selected Componsnts: )

PGP Eey Management [required]

i o

GOECar

< Back
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Finally, you have the chanceof enteringyour licensecode. If you do not have the license
informationhandy you will getthe chanceof doingsolater, from within theinstalledprogram.

Figure6: Licenseinformationscreen
5T PGP License Authorization

Flease snterpour Mame, Organization, and License Mumber ifthe fields below: Press the:
Authanize Buttorcto autormatically authonze this product owver the Internet.

If pou received aLicense authonzation from-a Customer Service Representative dilec_:tly,
noumay-enter it manually by prezzing the Manual button at the bottom:

—Licenzes Information

Mame: lYDur Mame

Higanizatior: IU.S. Censuz - LEHD AYour State Li||

—License Mumber

[Fyou don't have & License Humberor if youw are evaluating this product; press the
Purchaze Now button o abtain a License Mumber from our online store,

L ater i Hanual | Purchaze How | Bthnrnze

Finish the installationby rebootingyour PC. After the reboot,or during the installation,you
maybe asledto generatgiour own setof keys. Thisis optional,but encouraged.

3.2 Installing MD5Summer (Windows)

Installingthe MD5 Summerapplicationis easy In fact,you don't actuallyneedto installit. You
cansimply run “md5summelexe” straightfrom the CDROM. However, ‘installing’ it by copying
it to aplaceon your harddrive will make it availablewithout needinghe CDROM.

Installationis a simpledrag-and-dropf that le ontoyour harddrive. A goodchoiceis your
desktop.

3.3 Installation of software (Unix)

If necessaryconsultyour systemadministratoaboutinstalling“gpg”, “md5sum”,andary neces-
saryFTPclient.
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4 Importing keys

4.1 PGP (Windows)

To startusingPGRyou needakey. For sendingles to Censusall youwill needis LEHD's public
key, whichyouwill initially receve on oppy or CDROM. After theinitial key transmittal future
key exchangesanoccurelectronically LEHD will generatea new public key for QWiI-related
transfersonceayeat on June30™.

Importing keys into PGPis very easy Find the key thatyou receved(on oppy, CDROM, or
possiblyin later stagesvia email). In the examplebelow, the le containingthekey “LEHD Test
Key” wassaredto the Desktop(seeFigure?).

Figure7: Importingakey

My Computer

My Documents

g e
LEHD test
Intermet

Explarer keyase.
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Double-clickthe le. Youwill seePGPKeys provide awindow whereyou canselectthe keys
toimport(Figure8). In thiscasewith only onekey providedin the le, thekey is alreadyselected.
Click on“Import”. Thekey is now availablefor encryption.

Figure8: Finishingkey import

L -
: |
J ?‘T Select key(s] E
LEHD! test
key. asc Select the key(z] you would like to import ta your keyring:
Keps Walidity | Trast | Size
= G rzvihuber@oomel.... @ 204571024

| | 33|
Select Al QnselectAIII Import I LCancel |

4.2 GPG (Unix)

UnderUnix, usethe syntax
> gpg --import lehd_2003.public.asc
You mayhave to setatrustlevel beforeyou canusethekey for encryption.UnderUnix, issue

> gpg --edit-key [KEY ID] trust

where[KEY ID] is takenfrom the previouslisting of availablekeys. Follow the promptsto setthe
appropriaterustlevel.
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5 Verifying keys
5.1 PGP (Windows)

To verify the propertiesof a key, includingits Key ID andexpiration date,locatethe "padlock”

icon in your Windows taskbartray, right-click, choosePGPleys. In the resultinglisting, right-

click onthekey youwantinformationon (the standard.EHD key wouldbe'LEHD FTP Transfer
Key 2003-2004"),chooseKey Propertiesfrom the menu. You shouldseeinformationsimilar to

Figure9.

Figure9: Verifying akey

nersl | Subkeys |

ID: DeATZDCASE

‘2048;‘1 024

Created: [055ep03
Espirss: 20-un04
Cipher: EES-QE
IF Erabled ;
Change Passphrase
Fingerprint
crackdown decadence pheasant publisher
steamship molecle tiger hideaway
tas  revival | dogsled  consul ting
b Brazilian drifter Cherokee
pay lergumma spellbind exndus

i~ Trust Model
Irvealid | — alid Wrtricted _J itlisted
¥ |mplicit Trust

5.2 GPG (Unix)
You canverify which keys you have installedby issuing
> gpg --list-keys

Thiswill alsolist characteristicef thekeys:

> gpg --list-keys
/home/user/.gnupg/pubring.gpg

pub  1024D/A72DCA5B 2003-09-05 LEHD FTP Transfer  Key 2003-2004
sub  2048g/02DA92EC 2003-09-05 [expires: 2004-06-30]
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6 Preparing Certi cation for FTP transfer by LEHD

Before actually sendingproduction-typedatato LEHD usingtheseprocedures|. EHD strongly
suggestgoing through“certi cation.” Certi cation is initiated by transferringa smallencrypted
test le, ratherthana le containingrealdata. Thetest le is containedon your startupCDROM

which you shouldhave receved from LEHD whenyou signedup for FTP transfers.It is called
‘test le.txt'. Thefollowing stepsoutlinethecerti cation procedure:

Follow instructionsin Section7 on the following pageto generatea MD5SUM for the test
le. Thisshouldgiveyou 'test le.md5'.

Follow instructionsin Section8 on pagel9 to encryptthetest le andits MD5SUM le.
This shouldgive you 'test le.txt.pgp' and'test le.md5.pgp'.

Follow instructionsn Section9 on page23to transferboth les to theLEHD FTPsener.

Notify LEHD thatyou have initiatedthe Certi cation procedure

LEHD will verify thetwo les sent,andif everythingworked ne, sendsa'certi cation' email
acknavledgingthatfact.

It is suggestethatcerti cation berenavedif the stateusesa differentsourcecomputerfor the
transfer(transferof license changeof OS, etc.).

The averagetime spenton this proceduren the pasthasbeenabout2 hoursspreadacrossa
day We have successfullyandrapidly deluggedany problemsonbothsidesrelatedto thetransfer
without needingto transferarge les.
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7 Generatinga MD5 checksum

Errorscananddo occurin both transmissiorand the encryption/decryptiorprocess. One way
to detectsucherrorsis to generatea checksumbeforeencryptionand transmissiono transmit
thatchecksunto therecipient,who thenusesthe sameprocedurdo computea checksunon the
receved le. If thetwo checksumsreidentical,thenthe le wastransmittedwvithouterror.

7.1 MD5Summer (Windows)

Generatinga MD5 checksumis easywith “MD5 Summer”. First, nd the program(seeSec-
tion 3.2). Double-clickit. Youwill seeadialogboxasin Figure10. Choosehedirectorycontain-
ing yourdata le (in our casetheDesktop).Click “Createsums”.

Figurel10: Choosingdirectoryfor MD5SUM creation

[ MDSsummer = =]

Please select the root falder:

- B My Computer

=% My Documents

% |nternet Explorer

Em Mebwark Meighborhood

----- { :ﬁ_:j FHecycle Bin

-] Desktop lcons

LCreate sums Yerify sums bk
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Now selectin the left paneall the les for which you want to generateMD5SUMSs. You
canindividually select les, andclick on “Add”, or collect les in a directory andchoose‘Add
recursvely” afterchoosinghatdirectoryto addall les in thatdirectory

Figurell: Selectingles for MD5SUM creation

|_ Create list of filez to sum

Folders: Murnber of [tems: O

E3 PGPE02-PF-w.zip |
'_| pubring. pkr '
‘i| zecring. gkr

| Testll_ 200303 dat pap
[ﬁ TestUll_200303.md5 =

Selectall | Clearlist |

{HF: Cancel

Add I Add recursimvely I
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Onceyou aresatis ed with your selection,click OK. The programwill askyou to choosea
namefor the le thatthe MD5SUMswill besaredin (Figure12). Theusualconventionis to save
with the sameroot nameasthe le you arechecking(if asingle le), followedby “.md5”. The
default proposaby the programis ne. Click “save”.

Figurel2: Namingresult le from MD5SUM creation
Save As K E3
Savein |:ﬂ Desktop :] @] @I ﬁ'
=4 My Computer _-J_;l.lﬂ

@M Documents
2 Nztwork Meighborhood :

! IFile
@ reserz_ | cccBfieb

[Desktop lcons

ey
O Unproce o name; 3. md5 Save I "
@ 0OKiDe
Save as tipe: | MD5sum files [ md5) j Canecel
B |
& ] . [oce.ss >
. Error [0 =0 far] DIzE.
Gaye Cancel | 0.05 Kb
Elapzed Time
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The window thatis now openshaws the statusof the MD5SUM generation.Click “Close”.
You are nished.

7.2 MD5SUM (Unix)

UnderUnix, usethe syntax

md5sum {name of files} > {some name}.md5sum
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8 Encrypting a le

You arenow readyto encrypta le.

8.1 An important prefaceto encryption

WARNING: Beforestartingto encryptthe le, pleasebeadvisedthatZIP les andPGParenot
compatible.A encryptedZIP le canonly very rarely be decryptedsuccessfully Further
more,zipping les is unnecessaryPGPsoftwareautomaticallyjcompressedes to thesame
degreethat PKZIP-compatiblesoftwaredoes.

8.2 PGP (Windows)

Navigate to whereyou storedthe le. This canbe on a local drive or a network drive. In the
examplehere the le isonthedesktop Right-clickonthe le to accesshePGPmenu(Figurel3).

Figure13: Right-click menuwith PGPinstalled

A, upgﬂ “‘ilh..-
My Computer WinZip [
TextPad

Send To

by Documents

o EEL ; Encrupt & Sign
é. Wi

T Create Shortcut A
Eii Delste Create S04
Fename

Froperties
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PGPwill openawindow containingavailablekeys atthetop, anda eld to acceptkeys atthe
bottom. The le will be encryptedto all keys appearingn the bottom elds, andonly to those
elds. If yougenerategourown key atinstallation,it is de ned asthedefaultencryptionkey, and
will automaticallyshav upin thebottom eld.

Dragtheactive LEHD key (in this casecalled“LEHD testkey” to the bottomwindow. Please
ensureghatthebox “Input is text” is checled (seeFigure 14).

WARNING: It is not sufcient for the default key to appeatin the bottom eld. You must drag
the LEHD encryptionkey to thebottom eld.

If you have bothyour default encryptionkey andthe LEHD encryptionkey in thelower eld,
bothyouandthe LEHD canboth (independently)lecryptthe le. Thisisthebestcon guration.

Figurel4: Choosingkeys

88 PGPshell - Key Selection Dialog | 2| x|
Dirag users from this list bo the Becipients list | walidity | Size |

=7 Lars Vilhuber <lars vilhuber@comell edus 1536/1024

5= Lars Vilhuber <vilhubel@ere umantreal cax 4 1536/1024

5= Lars Wilhuber <vilhuber@yorkucas 153641024

5= LEHD test key <lars. vilhuber@cormel, edu ki 20481024
Recipients | walidity | Size |

| Tewt Output = SR | = |

IV i TBHL‘6

[~ wipe Original

I Conventiorial Emcryption
I Selt Decrypting Archive

Click OK. Dependingon the sizeof the le andthevintageof your computerthis cantake a
while. Theresulting le is saredin the samelocationasthe original le, with anadded.pgp”
extension(Figure15). You shouldfollow the sameprocesswith the MD5SUM le you generated
earlier Remembethatall non-encryptedes will bedeletedrom the FTPsener.
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Figure15: Resulting le

Py Cornpiuiter TEﬁUI_EDD.-..

by Documents FEEEIEPEERER
' J.dat.pgp
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8.3 GPG (Unix)

UnderUnix, usethe syntax
gpg --recipient 02DA92EC --encrypt [filename]

where02DA92ECis thekey ID for theactive LEHD FTPtransferkey.

DRAFTDecembe1, 2003
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9 Transferring les to Census

9.1 Internet Explorer (Windows)

StartinternetExplorer In the addresdine, type “ftp://YOURLOGIN@ftp2.census.g® and hit
Enter Thesenerwill promptyou for a passverd (seeFigure 16). Checkthatthe “User Name”
eld containsyour actuallogin, andenterthe passverd you weregiven.

Warning: Somecombinationsof Windows 2000and InternetExplorer 6 have beenreportedto
have problemsloggingin. Thereis no known x. Work aroundby usinga differentFTP
client(seeSection2.2 on page4).

Flgure16 Connectlngo theCensugTPsener
|BY fip: //fip2. census gov] - Microsolt Intnet I =13l
;lle Edit  Miew. Goo Favodtes (Heln |ﬁ
o | By @ | X B E
dddress il.ii fhp: 4 2ftp 2. census. govd ;j i"} Gio |_Link3 2
GO:""'gle "i_ Login As

| @ ! %{@ Could not Iogin_tb the:FTE server with the user name and

‘pazaword zpecified.

FTF Gemer ftpi census. gos

User Mame:

Easswud: ]

Alter ol lagin, Fouzan return to this FTR server aasily by
adding it to yaur Favontes I__'rs,t.

™ Login Ancrwmously [ Bave Passwoid

Login I Cancel
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Now drag-and-dropheencryptedle(s) ontotheInternetExplorerwindow . If yougenerated
aMD5SUM le, donotforgetto transferthataswell. The le(s) will becopiedto theFTPsener.

Thisprocessnighttake awhile, dependingnthesizeof your le andthespeedfyourconnection
to theinternet.

Figurel7: Readyto transfer

il Ennﬁ:_ut_e_l Testll]_200... Fle Edil. Miew Bo Favoites Help

F”Z"“}" . ;ﬁ;dle:é:s'l;il ftpedMtpe censuz gowy

My Documents §it Google~ I Ll -'@'Séa’rc_b"@"eb §

: ;
= 2] ftp2.census.gov
Internet (58] . profil
el profile
Expl ;
HEIEr @ .zh_hiztory
Server: ftpzZ.census.gov
User Mame: vilhudol
vou have accessed
) ftpZ.census.gov a
.t:? Government computer!
i::!éc_l,lcleEm-

Use 'Copy To Folder' on
the File menu to download
files and folders to your
learn about brawsing FTP
sites,
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Whenthetransferis successfulyou shouldseethe le appeain thelnternetExplorerwindow.
If you seeary errormessagedry thetransferagainlater.

Figure18: Successfulransfer

e A T e I [ o e
. tiddress I'_ggl frp: 2ftp2. census. gov,
Gongle vI j {45 Search \Web
=
D] ftp2.census.gov
El .profile
|-EI_7| .sh_hiztory
Server: =5 :-_| Testll_200303 dat. pgp

ftpZ.census.gow
User Marme: vilhudol

You have accessed
ftpZ.census.gov a
Government
computer!

9.2 FTP client (Unix)

Therearemary Unix clients. A goodchoiceis ncftpput , which allows for unmonitoredrans-
fers. A samplesyntaxis

ncftpput  -f login.cfg . {name of PGP files}

(notethedot afterlogin.cfg ) wherethe le login.cfg shouldcontains

host ftp2.census.gov
user myusername
pass mypassword

andshouldbe protectedrom read-accesiy unauthorizegersons.
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10 Batch processingUnix only)

This pulls togetherall the Unix commandsinto onesequencef commandsThis couldbe stored
as le thatgetsexecutedeverytime atransfers to occur

files="filel1.txt file2.txt"

keyid=A72DCA5B

transferid=STATE.$(date +%Y%m%od)

for arg in $files

do

gpg --recipient $keyid --encrypt $arg
gpdfiles="$gpdfiles ${arg}.gpg"

done

md5sum $files > ${transferid}.md5sum

ncftpput  -f login.cfg . ${gpdfiles} ${transferid}.md5sum

11 Contacts

LEHD Website http://lehd.dsd.census.go

Technicalcontact LarsVilhuber(lars.vilhuber@census.gp
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